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NST Pro 11.95.5  Available Now** 

The new release is available. This update features performance and database 

updates across several tools, including faster Promiscuous Mode Scanning, 

improved DHCP/ARP functionality, and refreshed SQLite, MAC vendor, and IP 

geolocation databases.​
 ​
How to access: 

1.​ Open NetScanTools Pro 
2.​ Go to Application Info at the 

bottom of the navigation bar 

3.​ Select Check for New Versions 
4.​ Enter your user name and 

Password (Located on the Check 

for New Versions page within 

NST Pro)​
​ ​ **Requires an active maintenance plan for access 

 



 

How to Investigate Phishing Attacks  With NST Pro​
 

AI has reportedly increased the 

volume of phishing attacks by 

49%, and makes them 7X more 

effective. Source: KnowBe4 ​
​
Here’s a list of what you can do to 

investigate suspicious behavior 

using  NST Pro: 

 

  

Investigation Goal Best NetScanTools® Pro Tools What You Can Do 

Analyze Suspicious Email 

Domains 

DNS Tools – Advanced 

(SPF/DMARC/DKIM), DNS Tools – 

Core 

Validate SPF, DMARC, DKIM, MX, 

TXT, and other DNS records used in 

phishing campaigns. 

Research Domain Ownership & 

Hosting Whois / RDAP, IP to Country 

Investigate registrars, ASN 

ownership, abuse contacts, hosting 

providers, and geographic location. 

Inspect Suspicious URLs & 

Redirects HTTP Header Viewer 

Follow redirects, inspect HTTP 

headers, and review suspicious web 

pages without full browser 

rendering. 

Analyze SSL/TLS Infrastructure 
SSL Certificate ScannerWhois / 

RDAP 

Review certificate chains, SANs, 

TLS versions, and correlate related 

phishing infrastructure. 

Check Reputation & Blacklists 
Realtime Blacklist Check, DNS 

Tools – Advanced 

Determine whether domains or IPs 

appear on spam or malware 

reputation lists. 

Trace DNS & Network Paths 

DNS Tools – Core (DiG / DiG 

+trace)Traceroute / Network 

Routing Visualizer 

Investigate DNS delegation paths 

and trace routes to suspicious 

infrastructure. 
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Investigation Goal Best NetScanTools® Pro Tools What You Can Do 

Analyze Suspicious Email 

Domains 

DNS Tools – Advanced 

(SPF/DMARC/DKIM), DNS Tools – 

Core 

Validate SPF, DMARC, DKIM, MX, 

TXT, and other DNS records used in 

phishing campaigns. 

Collect & Correlate Indicators 

(IOCs) 
Packet CaptureResults Database & 

Export Features 

Capture evidence, collect 

IPs/domains/URLs, and export 

findings for reporting or case 

documentation. 

Investigate Local Network 

Activity ARP ScanSMB Scanner 

Identify suspicious devices, 

exposed SMB services, and 

unexpected hosts on the local 

subnet. 

 

Possible Switch Shortage Coming  

Evaluate Your Risk 

Per a report from Network World, the increased demand for switches from data 

centers is brewing up a shortage of layer 2 and 3 switches. Lead times and prices 

are both reportedly rising as a result. ​
​
Switchport Mapping Tool users can take action proactively by evaluating their 

network's current saturation.​
​
To do so, open the Switchport Mapping Tool: 

1. Enter your switch 
access credentials 
first or select a 

previously entered 

switch 

2. Select ‘Display 
Post Mapping 
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Analysis in Web Browser’ in ‘Global Settings’ 

3. Map the Switches 

 

Results populate in ​

the Web Browser        ➡️ 

 

 

 

You can also use a previous mapping using ‘Review History’ -> right click in the 

results and select ‘Show Switch Mapping Analysis in Web Browser’ 

 

Missing IPs on Layer 3 Switches? Try this 
We came across a unique issue a customer was experiencing while configuring 

the Switch Port Mapping Tool . Their Layer 3 switches were returning MAC 

addresses for connected devices, but many expected IP addresses were missing 

from the map. The cause turned out to be IP phones using Ethernet 

pass-through ports for connected computers — the switch could see the 

downstream device MACs, but those computer IPs had not yet populated the 

switch ARP table. The issue was ultimately resolved by enabling a Ping Sweep 
across the relevant IP ranges, which prepopulated the ARP table and 

significantly improved discovery results. 

 

If your environment includes Layer 3 switches with IP phones and workstation 

pass-through connections, you may be missing valuable endpoint visibility during 

switch mapping.  
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Try this: Utilize a Ping Sweep to assist in prepopulating the switch ARP table 

with the missing computer ARP entries.  

Missing IPs on Layer 3 Switches Cont.  

Solution Instruction: 
1.​ Open the left control panel Ping Sweep Range Editor.  

2.​ Enter a start and end IP range using the known or expected ranges the 

computer IP’s should be found in.  

3.​ Press Add IP Range to Ping Sweep List. If other ranges are required, 

enter and add them. Note that this only applies to the switch being 

scanned at the time.  

4.​ Close and ensure that Enable Ping Sweep is checked.  

5.​ Remapping the switch may improve the results since the target 

computers are now being pinged.  

 
 
Additional Note:  
If other SNMP devices like layer 3 switches, routers or servers/printers are found 

in the network, you can add them in Router/Srv 1 and/or 2. It will only retrieve 

ARP tables from these devices.  

 

Troubleshooting Resources Help Guides and 

Workflows for NST Pro 

Our team is working to create troubleshooting guides for the most common 

problems faced by our customers. The intention is to have a cache of helpful 

resources for faster, easier workflows within NetScanTools. Below are some 

initial examples, currently available as a PDF upon request. ​
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Thank you all for reading and for your loyal support, it’s our 

pleasure to serve you! 

-​ NetScanTools
® 
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